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LTE Public

LTE Private

Industrial WLAN (802.11abgn)

5G Private (Rel. 15)

5G Private (Rel. 16)*

Industrial WLAN (802.11ax)*

0 20 40 60 80 100 120 140 160 180 200 ms

* Based on expectations of upcoming standards

B Latency I Jitter
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IEEE 802.11 E=9| &t

IEEE 802.11-

1997:

1997

*

802.11 Timelines

DATA RATE
max. 2Mbps

FREQUENCY
2,4GHz

CORE FEATURES
FHSS (Frequency
Hopping Spread
Spectrum), DSSS
(Direct Sequence
Spread Spectrum)
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IEEE 802.11a

(2001):

DATA RATE
up to 54Mbps

FREQUENCY
5GHz

CORE FEATURES
OFDM (Orthogonal
Frequency Division
Multiplexing)

IEEE 802.11g

(2003)

DATA RATE
up to 54 Mbps

FREQUENCY
2,4 GHz

CORE FEATURES
OFDM

IEEE 802.11n

Wi-Fi 4

(2009)

DATA RATE
up to 600 Mbps

FREQUENCY
2,4 & 5GHz

CORE FEATURES
MIMO (Multiple-
Input/Multiple-Output)

IEEE 802.11ac

Wi-Fi 5

(2012):

DATA RATE
up to 6933 Mbps

FREQUENCY
5GHz

CORE FEATURES
Channel bonding up to
160 MHz

IEEE 802.11ax

Wi-Fi 6

2020

DATA RATE
up to 9608 Mbps

FREQUENCY
2,4 GHz & 5 GHz
6E: 6 GHz

CORE FEATURES
OFDMA

SIEMENS
lngemuity for life

IEEE 802.11be

Wi-Fi 7

2024

DATA RATE
Thd

FREQUENCY
tbd, expected: 2,4 & 5 &
6 GHz

CORE FEATURES
tbd


http://www.ieee802.org/11/Reports/802.11_Timelines.htm
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Unit
== Time
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G_IK10_XX_30452

OFDMA (Orthogonal Frequency-D
ivision Multiple Access)

SAI0 o2 7o X2t S

Downlink (DL) and uplink (UL) mu
lti-user (MU) MIMO

ZtH| & ‘antenna-specific’ S
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Released: 1979 Released: 1991

Standards: Standards:
NMT, AMPS & TACS GSM & CDMA
Capabilities: Capabilities:
Analog voice - Digital voice

+ Encrypted commincation
+ Limited roaming
* SMS & MMS

Extensions:

* GPRS (2.5G)

- CDMA2000 (2.5G)
- EDGE (2.75G)

3G

Released: 2002

Standards:

UMTS & EV-DO
Capabilities:

* Mobile broadband

+ Locating services

* Multimedia streaming

+  Seamless global roaming

Extensions:
HSPA+ (3.5G)

n -

4G

Released: 2009

Standards: LTE
Capabilities:

- High Speed mobile Internet
+ IP-based packet switching
+ HD multimedia streaming

+  Seamless global roaming

Extensions:

Feature extension through
new category/releases

= =

SIEMENS
lngemuity for life

oG

Released: 2019
Standards: G5
Capabilities:
+  Private networks
(local use frequency)
+ ()loT Ready
+ Massive Machine Type comm
unication
« Ultra-low-latency
« Ultra-high reliability
+  Millimeter wave support
Extensions:

Feature extension through
new categories/releases

o -

Industry Impact §1,000 Mbit/s  Industry Impact §10,000 Mbit/s  Industry Impact

-~ - -~ o
K. 1 f P :
0.0024 Mbit/s Industry Impact : 0.064 Mbit/s  Industry Impact i 42 Mbit/s
No impact on industrial applicati * Remote control/Telecontrol
ons + Text messages from and to re

mote machines

Restricted © Siemens 2020
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+ Video monitoring

+  Remote Access to machines (

e.g. for teleservice)

* Remote Condition Monitoring

DI PA CI | Technology Brief Industrial 5G

* Mobile service Technicians
+ Service via smart phone
*  Wireless Backhaul

+Autonomous Logistics
Autonomous Machines

+ Assisted Work

*  Wireless Backhaul

+ Edge Computing

* Mobile Equipment
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Which one is right for your application? lngenuity for Life
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Public network Semi-public network Private network
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Public infrastructure

SIEMENS
lngemuity for life

 Public infrastructure is used for connection
to remote machines e.g. for teleservice

« Data leave the premises

72
N

public
(n n)/
P E----SG Cellemancnas -

private

""""""""j"
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Semi-public infrastructure

public

private
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Public infrastructure is used for communication o
f machines inside a plant

A certain Quality of Service (QoS) needs to be g

uaranteed by the provider of a network slice
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Non-public/ private infrastructure (1/2) SIEMENS
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« The customer hosts his own 5G network

* Network can be adapted to the requireme
nts of the applications

public

((n

private

© Siemens
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Non-public/ private infrastructure (2/2) SIEMENS
’hg&huf\‘y{oru‘[a

The customer hosts his own 5G network

Network can be adapted to the requireme
nts of the applications
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OPC UA & Time-Sensitive Networking SIEMENS
IMg%uf\‘y{orUft

Real-Time Control

Small size packets, very short transmit interval, reacts to loss

Precision Time Sync
Short constant transmit interval, constant rate

High-Throughput Data

Variable rate, bursty long-lived elastic flows

Real-time Video transmission

Constant and variable rate, inelastic, non-bursty flows

Network Control

Variable size packets, short messages, rate constrained

Cloud Communication
Rubust background traffic from shop floor up to the cloud

IP Telephony

Fixed-size small packets, inelastic and low-rate flows

2 T2 1M0iCH H0|E ME QT AFS0| 40| (£
% Qkst
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Time-Sensitive Networking (TSN) SIEMENS

- TSN OI E|_I' Ib\g,a\uify‘for(,«fa
TSN 2
TSN2 {2 IEEE EE2 2 &[0 /&L L
Ethernet standard . 7 Application PROFINET
(e.g.: [EEE 802.1ASht, IEEE 802.1Qbu, IEEE 802.1Qbv, IEEE 802.1Qca, |[EEE 802.1CB, IEEE 802.1Qcc) V) | s ion (I/0, Alarme

Records...)

5: Session

TSN o] 2=

- HZEF £ QoS (Quality of Service)& |3t HEY A S| =3} =l QIE{LO|A 4: Transport
- AZt0| 523t O ZE2|AHO|M 22 ot 2 ™E& CH7| Azt m P I
- BFEDE El HA|ZE AR L AHO|M
: ! IEEE 8021 | IEEE 802.1 TSN
o A A CHo Ol E2|AH 0| M0 & : heute
HZstL| L} 100 Mbit/s 1 Gbit/s

Standards allow manufacturer-independent components to be used together

. . 1) Detailed information on the standards: https://1.ieee802.org/
Restricted © Siemens 2020 . d
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Time-Sensitive Networking (TSN) SIEMENS
- TSN HERIAoM 2ERE 27 57| flct 7|sH &g lingesmuity for Uife

<«— Advertise % «+— Advertise

Advertise —»

O
)

Y
= <
X TSN Bridge

- TH TSN HEKAIS| HE[X| (TSN £%[X|)= &= #F2 &l IEEE Z2E=5 SOl M2

| TSN Talker o= el
@ ToN Listener | talker (Ol : AEE 2] 1) = listener (O : ZEE2{ 2)7F TSN W EQ R0 A= B2 5L5HA
HED ZIEEE Z2EZEZ2 Soll A2 = Ee[X|of HZ

- HAA0| EHE|™H IEEE 1588v2E Solf 02| Ho| =l EtY AR AE Zl0| talker 2f listener
=) Stream Atolof 278

- talker 2} listener 2| S41 2|71 =tE

=

ot
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Time-Sensitive Networking (TSN) SIEMENS

- O|2§2e] PROFINET Q1= 2} lngesuity for Ufe
Main use cases (outlook) B E
PROFINET infrastructures based on TSN A Y A
Chofst T2 E 20| 43 = [ Mindsphere <1
Z2 =93 25 | S
Vertical cati M Ind. Ethernet A4 IRouter
ertical communication OPC UA
OPC UA \?I_Ii"’
|
_ N B ¥
Horizontal communication OPC UA
Safety 7| 2=l OPC UA &A|ZE S4I2 l | ° Convergent
E31 M2M E Al —— | TSN network
Ind. Etherne
Field level/ PROFINET TSN PROF'NCET i
)
E St oy s
TSN ¢ I by DDDD !
i Y - n

@ I0-Link
ef o o

Senso Senso Sensor
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Time-Sensitive Networking (TSN) SIEMENS
Use case "M2M communication” lngenuity for Life

IP camera SINEC

o|CiulS AL 8t OF = i

(M2M &4he|

o
SCALANCE SCALANCE SCALANCE SCALANCE
| xC208G TSN I XC208G TSN %‘ XC208G TSN XC208G TSN %’
Solution i i i - N
Videoanzeige
TSN (Time Sensitive Networking)% A7
HEZED 8 A +==0AM 28K 2
olcfitol M=2 g elLict,
r# T T]sMATIC =T sivatic SOFTNET
S7-1500 | S7-1500 TSN
B en ef | ts 531 with CP 1545-1 TSN l‘:”; with CP 1545-1 TSN T
PROFINET PROFINET

« =2 HER3R FoloM = PFH Ol A2 S
° 7H%“&"HI"°**1IEE"51 7 7 LA 0]

- 2AZSE Z2O-2 OHE sS4 e

M Industrial Ethernet

u
I
I
HL
r
o

TSN-Traffic
SIMATIC SINAMICS SIMATIC SINAMICS Controller-Controller
ET 200SP  S210 ET 200SP  S210 Controller-PC
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OPC UA SIEMENS
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O pen

» 612 member companies (July 07th ,2018)
» open platform
~ all application fields

P latform

»  vendor independent
»  Interoperability
FOUNUDATION ~  Reliability

The Industrial Interoperability Standard™

C ommunication

~  Device Integration
» PLCopen
» FDI/FDT

Rename of — “CLE for “rocess _ontrol”

Page 29



OPC UA
— Client/Server & PubSub

OPC server ¥ OPC client
(response) (query)

OPC server W OPC client
(response) (query)

OPC server OPC client
(response) (query)

Client / Sever :
2 Of ¢S4l (One to One)
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Publisher

SIEMENS
lngemuity for life

Publisher Subscriber

Subscriber

Publisher Subscriber

Publish / Subscribe :
Y CH .} &4l (One-to-many)
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Management shell
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OPC UA
- M8 MQTT & 5% OPC UA PubSub 8

Management shell
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OPC UA PubSub over
MQTT

H=7A 7|%2| no| =40

MQTT S

Se BN M5 /X9




OPC UA SIEMENS
- X & : Client / Server 4 Ingesuity for life

OPC UA Client / Server
- MM Hjo|A

Management shell
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OPC UA _ SIEMENS
- X & : UDP & &% OPC UA PubSub lngesuity for Uife

OPC UA PubSub over UDP

c""'"’ s - HA|X] Bjo|A2| O] F%l0f
- UDP &%l (Layer3)
ERP/MES E - SCADA
- THEs /XA
IT Network

&

Managen ent shell Management shell

——
wz |a

e

Controller PI‘&S Contober
without TSN
‘ ! Fieldbus C : !

Management shell

=9
-

°
Satety
Wit OPC LA

Sa

W

=z
over [SN

Fieldbus A ! Fiddbus B
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OPC UA
- M8 TSN 2 5%t OPC UA PubSub

IT Network

Management shell

Saw
=z
over [SN
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OPC UA PubSub over TSN
Al X| Hjo]A 2| O|E¢0]

2 E&] S (Layer2)

&= 85/ X4
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SIEMENS SINEMA

m LG » Reports  » Administration  » Server overview Logged-on user: admii
~ Topology
You are here: Topology > Topology 12 2 ) 19 JL
o= | e EAQ | [15% v | &y % @ O NoVLAN Selected v || (=
4 { Overall status a
4 { Internal
0K (19)
|-/ Maintenance demanded (5)
& Error (2) ‘ 192.168.10.40 ¢ 182.168.10.90 I JE Y 192.168.10.124 “ 121081045 MERE ¢ 192.168.10.28
4 ( Devices Slemms Aé [ —l01 SlemsnsAG | e B Slu;wm; Aé e %1 P2, ?mﬂgqa X1P1
: o 38 £2}0|0] #Holg Bz === S
4[5 All devices (26) RS
3 1P address EIRE? 16 108 1020 ) ‘*\?‘;‘.
PROFINET device name Siemens AG S e R e
4 { Grouped ‘ 192.168.10.48 o 102.168.1047 Yol LA+ oo Jof 5
; Somans /0 it %h:lmﬂ.l'ageﬁli G *heaxiPEaane””
4 (" Device category 182.168.10.80
[)| Access point (1)
Gateway (1) 5
[ PLC (2) Slemans b
PLC-CP (2) “ 192.168.10.220
.| Router (6) M 1e2.108.102 X RoaoRge
[ Switch (14) — Siemens AG
4 r Vendor WEIRE SR s,
2 Siemens AG (26) ¢ : M "B ¢ 192.168.10.11
W, : TS N
(7] 192.168.0.0/24 (2) = Halxiga &5
192.168.1.0/24 (2) 8 192.168.1.11 * (i \
Slemens AG i
192.168.10.0/24 (24) 4 270 BLUIIS \ i
()] 192.168.100.0/24 (2) Y T 192.168.10.91 &g
2 192,168.0.90+ Siemens AG =R
4 { Miscellaneous 2 Siemens AG 182.168.100.253+ CHEEa ZX o ;z.:‘:]
[} Alternating device (2) s Slemens AG 4 ‘
= = TRY 192.168.10.10 ¥ 192.168.10.18+
4 (" PNIO systems I S AG Serasra AD
[ Unassigned devices (15) \— * 192.168.0214+ 23% 10{d 23% 20{Ml
4 [ Views el M /
BACKBONE (3) v > X
F3-8-3 | Ll=] ¥ &
] Noted Event status Event Event class Time stamp & Event details IP addre
1 INo - iUser: log-in detected ‘Noﬁﬁcation %2019-05-20 18:10:02.753 |administrator is logged in from 192.168.10.19 1192.168.0.
) INo - User: failed login ' Warning 12019-05-20 18:09:49.935 Login failed for user: administrator from 192.168.10.19 | 192.168.0.
= INo \ lescovery: scan for new devices completed }Notiﬁcation E2019-05-2O 18:01:31.039 |- 1192.168.0.
) |No - Discovery: network scan started Notification 2019-05-20 17:59:52.621 - 1192.168.0.
- fNo \Resolving ilnterfaces: normal rate of discarded receive packets _2019—05-20 17:52:58.937 0 1192.168.1(




SIEMENS

» Home » Reports » Administration » Server overview Logged-on user: administ

» Topology

» PASIE v RUR'S 1=

You are here: Overall status > OK > Devices 12

= ——
| Tl S | “ Devices ’ Interfaces
4 {* Overall status N
4\ WigemE |
5 0K (19)| X I - v
[.) Maintenance demanded (5) — - " .
Error (2) [  Status IP address & Notes Device type MAC address Category Total port Used ports: SNMP settings Vendor Article numbe
4 { Devices a 192.168.10.241 |AAT =2 MH SCALANCE S627-2(2BA10-2AA3) 00:1B:1B:92:5C:3B  |Router 7 3/SNMP Settings - |Siemens AG ~ |6GK5 627-2BA10
<A g ‘:‘S"'Z‘;ﬁ (26) O 192.168.10.199 |SAl=A CP 443-1 (1EX30-0XEO) 00:1B:1B:A0:FA:88 |PLC-CP 2 1/SNMP Settings - |Siemens AG  |BGK7 443-1EX30
o] PR;H':; e e o 192.168.10.131 | IZiH| Of&H SCALANCE X216 (0BA00-2AA3) 00:1B:1B:E8:22:C2 | Switch 16 10/SNMP Settings - |Siemens AG ~ |6GK5 216-0BA00
4 [ Grouped o 1921681091 |CHS 20 Z=X|0)H SCALANCE X308-2M POE (2QG00-2AA2) 00:1B:1B:84:D3:68 |Switch 4 1/SNMP Settings - |Siemens AG ~ |6GK5 308-2QG0C
4 { Device category a 192.168.10.90 |E2t0|0f SCALANGE X208 (0BA10-2AA3) 00:1B:1B:0F:1B:7E | Switch 8 2|SNMP Settings - |Siemens AG ~ |6GK5 208-0BA10
gcjess P‘(’;")‘ (1) O 192.168.10.80 |EEZ Mo IE/PB LINK PN 10 (5AB10) 20:87:56:23:19.F4 | Gateway 2 1/SNMP Settings - |Siemens AG ~ |6GK1 411-5AB10
atewa —
[ PLC (z)y o 192.168.10.47 |91 0|IE HE = OSM TP 62 (2AB10) 08:00:06:71:C7:6F | Switch 8 2|SNMP Settings - |Siemens AG
PLC-CP (2) o 192.168.10.46 |" OSM TP 62 (2AB10) 08:00:06:95:BF:51 | Switch 8 1/SNMP Settings - |Siemens AG
(] Router (6) O 192.168.10.45 |[12% HAIZIHZ SCALANCE X204-2FM (2BB11-2AA3) 00:1B:1B:B5:6B:29 | Switch 6 2|SNMP Settings - |Siemens AG ~ |6GK5 204-2BB11-
. anz‘::“:“ L ] 192.168.1040 |F=H|0j&t 38 SCALANCE X204-2FM (2BB11-2AA3) 00:1B:1B:FD:6B:65  Switch 6 1 SNMP Settings - |Siemens AG ~ |6GK5 204-2BB11-
Siemens AG (26) o 192.168.1028  |3|H SCALANCE X204-2FM (2BB11-2AA3) 00:1B:1B:B5:6B:92 | Switch 6 3/SNMP Settings - |Siemens AG ~ |6GK5 204-2BB11-
4 " Subnet o 192.168.10.19+ [22% 2T{Al SCALANCE SC632 (2GS00-2AC2) 20:87:56:5F:4E:DF+ |Router 2 2/SNMP Settings - Siemens AG  |6GK5 632-2GS00
)] 192.168.0.0/24 (2) a 192.168.10.11  |Hd|Al SCALANCE XC206-2 PN (2BB00-2AC2)  |20:87:56:1F:48:B8  |Switch 8 4/SNMP Settings - |Siemens AG  |6GK5 206-2BB00
:g;:gg: 60:)2/;4(2()2 " o 192.168.10.7  (2018.1.23 mA| 12% 204{Al | SCALANCE XC208 PN (BA00-2AC2) 20:87:56:1E:F6:0B  |Switch 8 5/SNMP Settings - |Siemens AG ~ |6GK5 208-0BA00
©) 192.168.100.0124 @) o 192168104  [12X1HAL-ZX2Eh SCALANCE XM408-8C (8GS00-2AIM2) 00:1B:1B:9B:B3:00 | Router 17 11| SNMP Settings - Siemens AG  |6GK5 408-8GS00
4 ' Miscellaneous (] 192168102  |sHE=at2H=ETIE SCALANCE XR526-8C (8GR00-3AR2) 00:1B:1B:D0:7D:00 | Router 26 12|SNMP Settings - |Siemens AG ~ |6GK5 526-8GROC
& eio (A Alternating device (2) O 192.168.10.1 s SCALANCE S615 (OAA00-2AA2) 20:87:56:1E:FE:99  |Router 5 4/SNMP Settings - Siemens AG  |6GK5 615-0AA00
4 systems < e
[ Unassigned devices (15) R O \« «« Pagelt Of 1 »s »i[727] Viev
4 { Views
BACKBONE (3) o
HEY-5-T | [~ Y
O Noted Event status Event Event class Time stamp + Event details IP address
£ |No - User: log-in detected Notification 2019-05-20 18:10:02.753 administrator is logged in from 192.168.10.19 192.168.0.21:
Ll INo - User: failed login Warning 2019-05-20 18:09:49.935 Login failed for user: administrator from 192.168.10.19 192.168.0.21.
£ INo - Discovery: scan for new devices completed Notification 2019-05-20 18:01:31.039 - 192.168.0.21
L) |No - Discovery: network scan started Notification 2019-05-20 17:59:52.621 - 192.168.0.21:
o |No Resolving Interfaces: normal rate of discarded receive packets I 0150520 17:52:58.937 0 192.168.10.4




SIEMENS
v RET G b Administration  » Server overview Logged-on user: adminis

~ Availability

You are here: Reports > Availability > Devices 12 ini 207 19 S
a— P e
| Bl o | “ Devices \ Interfaces
4 { Overall status -~
4 (" Intemal B
% 0K (19) | @ # 24hous 7days Il =] v
[_)l Maintenance demanded (5) o Devi
Error (2) ) _Kaagory evices
3 Switch . Switch 14
4 { Devices I Router 5
4[5 All devices (26) Router | BeLccp 2
2 IP address MeLC 5
B2 PROFINET device name pcicp Il Other 1
4 ' Grouped . Gateway 1
4 " Device category PLC [JAccess point 1
{2 Access point (1) T = 27
Gateway (1) Other
g PLC (2)
PLC-CP (2) Gateway
2] Router (6)
g Switch (14) Access point
4 { Vendor ! - - - |
Bl Siemens AG (26) 0 25 50 75 100
4 [ Subnet Availability (up) in %
:g;:gzggg: g; IP address 4 Device name Device type Location Availability as % Article number Firmware version Historical
o] 192:168:16.0,24 (24) 192.168.0.90 central firewall SCALANCE SC632 (2GS00-2AC2) sc600 center 100/6GK5 632-2GS00-2AC2 | V01.00.02 9
(2] 192.168.100.0/24 (2) 192.168.1.10 pn-io CPU 315-2 PN/DP (2EH14-0ABO0) main utility 100|6ES7 315-2EH14-0AB0O V3214 )
ol _ Mis:’““““ " 2 192.168.1.11 pn-io-1 CP 343-1 (1EX30-0XED) PLC supporter 100/6GK7 343-1EX30-0XEO V3.1.1 9
ternati i
o @G gtemzma ing.device ) 192168101 | SCALANCE S615 SCALANCE S615 (OAA00-2AA2) panel 12 100 6GK5 615-0AA00-2AA2 | V04.03.00 9
[0 Unassigned devices (15) 192.168.10.2 plant core router SCALANCE XR526-8C (8GR00-3AR2) data center 100/6GK5 526-8GR00-3AR2 [V 6.1.0 kO]
4 [ Views m 192.168.10.4 central switch SCALANCE XM408-8C (8GS00-2ANM2) 1st floor 100|6GK5 408-8GS00-2AM2  V4.0.0 9
4 BACKBONE (3) & SaTi S it : P S e O - SoleisieoosoTs s sine levion s ~
[(TiTREE <l [~ ¥
] Noted Event status Event Event class Time stamp & Event details IP addres
O |No - Discovery: network scan started Notification 2019-05-20 18:14:52.670 - 192.168.0.2
L) |No - User: log-in detected Notification 2019-05-20 18:10:02.753 administrator is logged in from 192.168.10.19 192.168.0.2
) |No - User: failed login Warning 2019-05-20 18:09:49.935 Login failed for user: administrator from 192.168.10.19 192.168.0.2
) |No - Discovery: scan for new devices completed ‘Notification 2019-05-20 18:01:31.039 - 192.168.0.2
) |No - Discovery: network scan started Notification 2019-05-20 17:59:52.621 - 192.168.0.2
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Topology view
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Topology details e jIE
| Device overview “ Dataflows || Results ” Information H Pcap dataflows |
[v] Show all () RT/IRT & NRT dataflows (® RT /IRT dataflows
Source Target Source utilization [%] Target device utilization [%] Device Interface Port  Queue memory utilization [%]
SINETPLAN-CPU-PN  Switch-Linie 4.10 413 Switch-Linie Switch-LinieInterface1 Port3 17.87
Switch17-Robot Switch-Linie 4.04 4.00 Switch15-Robot ~ Switch15-Robot Port2 1372
Switch15-Robot Switch17-Robot ~ 2.85 281 Switch17-Robot  Switch17-Robot Port2 12.00
Switch13-Robot Switch15-Robot ~ 1.55 153 Switch-Linie Switch-LinieInterface1 Port1 10.25
Switch15-Robot Switch16-Robot ~ 1.28 129 Switch13-Robot ~ Switch13-Robot Port2 6.82
SMC-Ventil7 Switch16-Robot ~ 1.19 118 '~ | | Switch06 Switch06 Port3 437 v]
[T n IET [T i I >1
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Park, JuKyung
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